United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Oflice 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 223 1 3-1 450 

WWW.U^JtO-gOV 



I ATTORNEY DOCKET NO. CONRRMATION N^. 



APPLICATION NO. 



FILING DATE 



FIRST NAMED INVENTOR 



09/631.251 



276S3 



08/02/2000 



7590 



05/I9/2OCM 



HAYNES and BOONE, LLP 
901 MAIN STREET, SUITE 3100 
DALLAS, TX 75202 



Donald L. Wurch 



22 1 7 1 .20 1 ( 10740RRUS02U) 



8412 



EXAMINER 



KLINGER, SCOTT M 



ART UNIT 



PAPER NUMBER 



2153 

DATE MAILED: 05/19/2004 



Please find below and/or attached an Office communication concerning this application or proceeding. 



PTO-90C (Rev, 10/03) 



• 

Office Action Summary 


Application No. 

09/631,251 


— _ — , 

Applicant(s) 

WURCH ETAL 


Scott M. Klinger 


Art Unit 

2153 





» The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
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DETAILED ACTION 

Claims 5-30 are pending. 

Priority 

A claim for the benefit of U.S. Provisional Application 60/157,289 has been made. The 
effective filing date for the subject matter defined in the pending claims in the application is 1 
October 1999. 

Response to Applicant 

The arguments made by the applicant are made moot by the new grounds of rejection 
described below. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12 which forms the basis 
for all rejections set forth in this section of the Office action: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 27-30 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. The term "at least some of the data packets" in claim 27 is a relative term which 
renders the claim indefinite. The term "at least some of the data packets" is not defined by the 
claim, the specification does not provide a standard for ascertaining the requisite degree, and one 
of ordinary skill in the art would not be reasonably apprised of the scope of the invention. 
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Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant 
for patent, except that an international application filed under the treaty defined in section 351(a) shall 
have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

Claims 27-30 are rejected under 35 U.S.C. 102(e) as being anticipated by Vepa et al. (U.S. 
Patent Number 6,490,632, hereinafter "Vepa"). Vepa discloses high performance load balancing 
and fail over support of internet protocol exchange traffic over multiple network interface cards. 

In referring to claims 27, Vepa discloses, 

• Determining an active network adapter by monitoring packet traffic and hardware status 
of one or more network adapters: 

Vepa, col. 13, 32-34 (see fiiU quote above) 

• Receiving a plurality of data packets from at least one application: 
Vepa, Figure 3B shows outgoing data packet 215, from an application 

• Dynamically engaging the active network adapter by a NAA disposed between a data 
link layer and a network layer to process at least some of the data packets, wherein the 
engagement of the network adapter is transparent to the application if the application is 
disposed in L3 or higher: 

Vepa, Figure 4 shows the NAA (elements 330 and 335) is disposed between the link and 
network layers. Application layer 310 is shown to be disposed above the network layer 
(L3). Vepa, Figure 3 A shows NIC 108B is dynamically engaged. 
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In referring to claims 28, Vepa discloses, 

• The NAA defines a virtual anchor adapter driver that is known as the only adapter driver: 
Vepa, Figure 4 shows the Dynamic Access Software Element 330 and Load Balancing 
Scheme 335 act as a NAA for computer system 190, fi'om the figure it can be seen that 
the Network Layer 320 is connected to the Load Balancing Scheme 335 and cannot see 
the plurality of NIC drivers, 340a-340d 

In referring to claims 29, Vepa discloses, 

• Assigning a predetermined network adapter as a primary network adapter: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, '^executing a load balancing scheme to specify a first NIC fi'om said 
plurality of NICs'' 

• Initially setting the virtual anchor adaptor driver as the network adapter driver associated 
with the primary adapter: 

It is inherent in a fault tolerance system to associate the adapter with the first or primary 
NIC 

In referring to claim 30, Vepa discloses, 

• Changing the hardware source address of outgoing data packets to that of the active 
network adapter: 

''The media access control (MAC) address that represents the selected NIC is inserted in 
the outgoing data packet" (Vepa, col. 4, lines 12-14) 

• Changing the hardware destination address of incoming data packets to that of the 
primary network adapter: 

"(3 filter that is adapted to mask a portion of a MAC address in an incoming data packet 
received at a NIC such that the MAC address the incoming data packet is equivalent to 
the MAC address representing the NIC (Vepa, col. 4, lines 48-51) 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 5-8, 10-15, 17-20, and 22-26 are rejected under 35 U.S.C. 103(a) as being anticipated 
by Vepa in view of Johnston (U.S. Patent Number 6,064,649, hereinafter "Johnston"). 

In referring to claim 5, Vepa shows substantial features of the claimed invention including: 

• Determining an active network adapter (commonly referred to as a Network Interface 
Card or NIC) by monitoring packet traffic and hardware status of one or more network 
adapters: 

''The fault tolerance module dynamically adds and removes MAC addresses from the list 
depending on the status of each NIC", column 14, lines 22-28, 'Tn step 820, the fault 
tolerance module in the present embodiment determines whether the incoming data 
packet is a 'keep-alive* data packet. Data packets are typically sent to determine 
whether the connection between a client computer system and the server computer system 
is still active. Also, data packets may also be sent to and from the various NICs as a 
means for determining whether a NIC is active. " (Vepa, col. 13, 32-34) 

• The engagement of the active network adapter is invisible to the active network 
application: 

Vepa, Figure 4 shows the Application Layer 310 only communicates with the Network 
Layer 320, the layers below the Network Layer 320 are invisible to Application Layer 
310 

• The NAA defines a virtual anchor adapter driver that is known as the only adapter driver: 
Vepa, Figure 4 shows the Dynamic Access Software Element 330 and Load Balancing 
Scheme 335 act as a NAA for computer system 190, fi-om the figure it can be seen that 
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the Network Layer 320 is connected to the Load Balancing Scheme 335 and cannot see 
the plurality of NIC drivers, 340a-340d 

• Assigning a predetermined network adapter as a primary network adapter: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, ''executing a load balancing scheme to specify a first NIC firom said 
plurality of NICs'* 

However, Vepa does not explicitly show the network adapters are based on different access 
technologies. Nonetheless this feature is well known in the art and would have been an obvious 
modification to the system disclosed by Vepa as evidenced by Johnston. 

In analogous art, Johnston discloses a network interface card for wireless asynchronous 
transfer mode networks. Johnston, Figure 3 shows wireless NIC 312 is used to connect to the 
wireless ATM Network 302. 

Given these teachings, a person of ordinary skill in the art would have readily recognized the 
desirability and advantages of modifying the system of Vepa so as to use different access 
technologies for one or more of the NICs, such as taught by Johnston, in order to provide load 
balancing and fault tolerance for networks that allow connections via muUiple network access 
technologies. 

In referring to claim 6, Vepa in view of Johnston discloses, 

• Initially setting the virtual anchor adaptor driver as the network adapter driver associated 
with the primary adapter: 

It is inherent in a fault tolerance system to associate the adapter with the first or primary 
NIC 

In referring to claim 7, Vepa in view of Johnston discloses, 

• Changing the hardware source address of outgoing data packets to that of the active 
network adapter: 

''The media access control (MAC) address that represents the selected NIC is inserted in 
the outgoing data packet'' (Vepa, col. 4, lines 12-14) 
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• Changing the hardware destination address of incoming data packets to that of the 
primary network adapter: 

*'a filter that is adapted to mask a portion of a MAC address in an incoming data packet 
received at a NIC such that the MAC address the incoming data packet is equivalent to 
the MAC address representing the NIC " (Vepa, coL 4, hnes 48-5 1) 

In referring to claim 8 and 10, Vepa in view of Johnston discloses, 

• Receiving information from a network adapter about connection or disconnection status: 
''The fault tolerance module dynamically adds and removes MAC addresses from the list 
depending on the status of each NIC (Vepa, col. 13, 32-34) 



In referring to claim 11, Vepa shows substantial features of the claimed invention including: 

• Utilizing the first network access technology for executing the active network 
application: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, "executing a load balancing scheme to specify a first NIC from said 
plurality of NICs " 

• Selecting the second network access technology for continuing the active network 
application without interrupting the network application through a network access 
arbitrator by arbitrating between the first network adapter driver and the second network 
adapter driver for sending and receiving information: 

By definition a fault tolerance and fail over support scheme is designed to allow the 
switching from one network interface to another without interrupting the active network 
application: Vepa claim 2, automatically switching from said first NIC to a second NIC 
when said fault tolerance scheme indicates said first NIC is not available'* 
However, Vepa does not explicitly show the network adapters are based on different access 

technologies. Nonetheless this feature is well known in the art and would have been an obvious 

modification to the system disclosed by Vepa as evidenced by Johnston. 



Application/Control Number: 09/631,251 
Art Unit: 2153 



Pages 



In analogous art, Johnston discloses a network interface card for wireless asynchronous 
transfer mode networks. Johnston, Figure 3 shows wireless NIC 312 is used to connect to the 
wireless ATM Network 302. 

Given these teachings, a person of ordinary skill in the art would have readily recognized the 
desirability and advantages of modifying the system of Vepa so as to use different access 
technologies for one or more of the NICs, such as taught by Johnston, in order to provide load 
balancing and fault tolerance for networks that allow connections via multiple network access 
technologies. 

In referring to claim 12, Vepa in view of Johnston discloses, 

• The NAA defines a virtual anchor adapter driver that is known as the only adapter driver: 
Vepa, Figure 4 shows the Dynamic Access Software Element 330 and Load Balancing 
Scheme 335 act as a NAA for computer system 190, from the figure it can be seen that 
the Network Layer 320 is connected to the Load Balancing Scheme 335 and cannot see 
the plurality of NIC drivers, 340a-340d 

In referring to claim 13, Vepa in view of Johnston discloses, 

• Assigning a predetermined network adapter as a primary network adapter: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, ''executing a load balancing scheme to specify a first NIC from said 
plurality of NICs " 

• Initially setting the virtual anchor adaptor driver as the network adapter driver associated 
with the primary adapter: 

It is inherent in a fault tolerance system to associate the adapter with the first or primary 
NIC 

In referring to claim 14, Vepa discloses, 

• Detecting when the second network adapter driver is active: 
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Vepa, col. 13, 32-34 (see fiill quote above) 

• Changing the hardware source address of outgoing data packets to that of the active 
network adapter: 

Vepa, col. 4, lines 12-14 (see full quote above) 

• Changing the hardware destination address of incoming data packets to that of the 
primary network adapter: 

Vepa, col 4, lines 48-51 (see fiill quote above) 

In referring to claim 15, Vepa discloses, 

• Receiving information from a network adapter about connection or disconnection status: 
Vepa, col. 13, 32-34 (see full quote above) 



In referring to claim 17, Vepa shows substantial features of the claimed invention including: 

• Determining an active network adapter (commonly referred to as a Network Interface 
Card or NIC) by monitoring packet traffic and hardware status of one or more network 
adapters: 

Vepa, col. 13,32-34) 

• The NAA defines a virtual anchor adapter driver that is known as the only adapter driver: 
Vepa, Figure 4 shows the Dynamic Access Software Element 330 and Load Balancing 
Scheme 335 act as a NAA for computer system 190, from the figure it can be seen that 
the Network Layer 320 is connected to the Load Balancing Scheme 335 and cannot see 
the plurahty of NIC drivers, 340a-340d 

• Assigning a predetermined network adapter as a primary network adapter: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, '^executing a load balancing scheme to specify a first NIC from said 
plurality of NICs'' 

• Selecting the second network access technology for continuing the active network 
application without interrupting the network application through a network access 
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arbitrator by arbitrating between the first network adapter driver and the second network 
adapter driver for sending and receiving information: 

By definition a fault tolerance and fail over support scheme is designed to allow the 
switching from one network interface to another without interrupting the active network 
application: Vepa claim 2, ''automatically switching from said first NIC to a second NIC 
when said fiiult tolerance scheme indicates said first NIC is not available " 
However, Vepa does not explicitly show the network adapters are based on different access 
technologies. Nonetheless this feature is well known in the art and would have been an obvious 
modification to the system disclosed by Vepa as evidenced by Johnston. 

In analogous art, Johnston discloses a network interface card for wireless asynchronous 
transfer mode networks. Johnston, Figure 3 shows wireless NIC 312 is used to connect to the 
wireless ATM Network 302. 

Given these teachings, a person of ordinary skill in the art would have readily recognized the 
desirability and advantages of modifying the system of Vepa so as to use different access 
technologies for one or more of the NICs, such as taught by Johnston, in order to provide load 
balancing and fault tolerance for networks that allow connections via multiple network access 
technologies. 

In referring to claim 18, Vepa in view of Johnston discloses, 

• Initially setting the virtual anchor adaptor driver as the network adapter driver associated 
with the primary adapter: 

It is inherent in a fault tolerance system to associate the adapter with the first or primary 
NIC 

In referring to claim 19, Vepa d in view of Johnston discloses, 

• Changing the hardware source address of outgoing data packets to that of the active 
network adapter: 

Vepa, col. 4, lines 12-14 (see full quote above) 
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• Changing the hardware destination address of incoming data packets to that of the 
primary network adapter: 

Vepa, col 4, lines 48-51 (see full quote above) 

In referring to claim 20, Vepa in view of Johnston discloses, 

• Receiving information from a network adapter about connection or disconnection status: 
Vepa, col 13, 32-34 (see full quote above) 

In referring to claim 22, Vepa in view of Johnston discloses, 

• Detecting whether the primary network adapter is active: 
Vepa, col 13, 32-34 (see full quote above) 

In referring to claim 24, Vepa in view of Johnston discloses, 

• The NAA defines a virtual anchor adapter driver that is known as the only adapter driver: 
Vepa, Figure 4 shows the Dynamic Access Software Element 330 and Load Balancing 
Scheme 335 act as a NAA for computer system 190, from the figure it can be seen that 
the Network Layer 320 is connected to the Load Balancing Scheme 335 and cannot see 
the plurality of NIC drivers, 340a-340d 

In referring to claim 25, Vepa in view of Johnston discloses, 

• Assigning a predetermined network adapter as a primary network adapter: 

It is inherent in a fault tolerance system to have first or primary NIC, to be used initially: 
claim 1 of Vepa, ''executing a load balancing scheme to specify a first NIC firom said 
plurality of NICs'' 

• Initially setting the virtual anchor adaptor driver as the network adapter driver associated 
with the primary adapter: 

It is inherent in a fault tolerance system to associate the adapter with the first or primary 



NIC 
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In referring to claim 26, Vepa in view of Johnston discloses, 

• Changing the hardware source address of outgoing data packets to that of the active 
network adapter: 

Vepa, col. 4, lines 12-14 (see full quote above) 

• Changing the hardware destination address of incoming data packets to that of the 
primary network adapter: 

Vepa, col 4, lines 48-51 (see full quote above) 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 9, 16, and 21, are rejected under 35 U.S.C. 103(a) as being unpatentable over in view 
of Johnston and in further in view of Latif et al. (U.S. Patent Number 6,393,483, hereinafter 
"Latif). In referring to claims 8, 15, and 20, although Vepa in view of Johnston shows 
substantial features of the claimed invention, Vepa in view of Johnston does not show the step of 
providing a timer to trigger a timed event, and determining whether at least one adapter receives 
or sends packets during two consecutive timed events, to determine if the adapter is active. 
Nonetheless this feature is well known in the art and would have been an obvious addition to the 
system disclosed by Vepa in view of Johnston as evidenced by Latif 

In analogous art, Latif discloses a method and apparatus for network interface card load 
balancing and port aggregation. Latif shows determining if a port on a NIC is active using timed 
events: ''When the link check timer routine is performed again after the predetermined timeout, 
the smart NIC driver 126 will proceed to decision operation 1004 where it will be determined 
that the primary Rx port PI is again active as shown in Table D below. As such, the primary Rx 
port will be once again designated as the receiver as described in operation 1014, after it is 
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determined that the primary Rx port was not the receiver in operation 1010, and shown in Table 
C above'' (Latif, col. 15, lines 31-39) 

Given these teachings, a person of ordinary skill in the art would have readily recognized the 
desirability and advantages of modifying the fault tolerance scheme of Vepa in view of Johnston 
so as to use timeouts, such as taught by Latif, in order to check if a NIC is active. 



Any inquiry concerning this communication or earher communications from the 
examiner should be directed to Scott M. Klinger whose telephone number is (703) 305-8285. 
The examiner can normally be reached on M-F 7:00am - 3:30pm. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's 
supervisor, Glenn Burgess can be reached on (703) 305-4792. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 
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Examiner 
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